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Cloud Daddy Secure Backup 1.3. Release Notes
Backup Dashboard Update

A new module with backup statistics has been added to the backup dashboard in CDSB version 1.3.

&> Cloud Daddy Secure Backup
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Log Events
Account: Select account, h Type: Select type - From: 10/1/2018,12:00 AM 3 To 11/10/2018, 12:00 AM ]
JOB NAME STATUS TIME ACCO.. | OBJECT ID NAME

© completed Nov 07,2018 10:47:55 AM  aws vol-02632d7dfbagofrc2 Volume3
RD @ completed Nov 07,2018 10:46:55 AM  aws vol-0304f9aad6676873c (i- Volume3 (Linux instance 2)
RD © completed Nov 07,2018 10:46:55 AM = aws vol-0583bd41e4146ae79 (i-. second Volume (Linux insta.
RD @ completed Nov 07,2018 10:46:55 AM  aws vol-07744ddb29ffg41ba (i-0..  Volume3 (Linux instance 1)
after update smoke t. © completed Nov 03,2018 02:27:21 AM  aws vol-07744ddb29ff841ba (i-0..  Velume3 (Linux instance 1)

The backup dashboard has been enhanced to be more interactive. You can now create a new
job/schedule immediately from the dashboard and switch to the detailed list of
protected/unprotected instances displayed within the pie chart.

Cost Aware Backup Jobs

CDSB backup jobs produce snapshots and AMI’s that impose additional storage charges from
Amazon. CDSB has been enhanced to provide customers with a real-time cost estimation of backup
jobs, as they’re being created. The cost approximation is displayed within the backup job wizard as a
job is created and showing the costs associated for that specific job as well as a consolidated, total
cost estimate within the Backup Dashboard for all existing backup jobs created within CDSB 1.3.
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NEW BACKUP JOB X

Specify the job scheduling options Estimated cost: $7.02 / month I'ﬁ

* INSTANCES
o BACKUPS STORAGE: $0.84
Run job immediately o REPLICATED BACKUPS STORAGE: $1.76
OBJECTS o REPLICATION TRANSFER: 51.21
o + RDS
Delayed run at o BACKUPS STORAGE: $0.84
o REPLICATED BACKUPS STORAGE: $1.68
o REPLICATION TRANSFER: 50.64
@ Recurrent job Schedule: Every 4 hours - = AURORA
= BACKUPS STORAGE: $0.01
o REPLICATED BACKUPS STORAGE: $0.02
SCRIPTS Schedule name: Every 4 hours © REPLICATION TRANSFER: $0.03

NAME

REPLICATION

COSTS ARE ESTIMATED BASED ON FOLLOWING STATISTICS;
AMOUNT OF DATA CHANGED DAILY: 3%

UTHERSEIINGS ®) Periodically every 4 - Hours h DATA BOMPRESION RATIC:0 6

SUMMARY
. Daily every

Monthly every

<{ BACK NEXT > CANCEL

Guard Duty Integration
Amazon GuardDuty is a threat detection service that continuously monitors for malicious or
unauthorized behavior to help enterprises protect their AWS accounts and workloads.

Full integration with Guard Duty has been implemented in CDSB 1.3. CDSB shows a dashboard
containing a map with alert locations, top threats, top malicious IP addresses diagrams, and the list
of all Guard Duty findings with filtering capabilities.

&> Cloud Daddy Secure Backup

GUARD DUTY > DASHBOARD

DASHBOARD MANAGEMENT TRUSTED IP LIST THREAT LISTS

Alert Locations Top Threats Top Malicious IP

®

Recon Behavior

b Bing € 2018 Microsoft Corporation Terms

Guard Duty Findings

Account: aws - From: 11/2/2018,12:00 AM 3 To: 11/9/2018,6:00 AM =
S 773 7 2
Unprotected port on EC2 instance i-0acedad40570c1¢68b Recon us-east-1 O Low Nov 09,2018 05:58:43 AM
Unprotected port on EC2 instance i-0b6c8bf154f37abssi.. Recon aws us-east-1 0 Low Nov 09,2018 03:16:49 AM
Unprotected port on EC2 instance i-01dc9a919417e3888 Recon aws us-east-1 O Low Nov 08,2018 01:35:33 AM
Unprotected port on EC2 instance i-04fef8957a01351a6i.. Recon aws us-gast-1 0 Low Nov 08,2018 09:33:38 PM
Unusual outbound communication seen from EC2 instan Behavior aws us-east-1 Medium  Nov 04,2018 04:11:11 AM

The Guard Duty service is easily enabled/disabled for the AWS accounts under control of CDSB and
for all available AWS regions.
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= GUARD DUTY > MANAGEMENT

28 DASHBOARD MANAGEMENT TRUSTED IP LIST THREAT LISTS

AWs AwWSs2 AWS_789 Aws4

AP-SOUTH-1

AP-NORTHEAST1

AP-NORTHEAST-2

AP-SOUTHEAST1

AP-SOUTHEAST2

CA-CENTRAL-1

(_) Suspended
EU-CENTRAL-1

() Disabled
EU-WEST1 B

EU-WEST-2

EU-WEST-3

US-EAST1

US-EAST-2

US-WEST1

US-WEST2

SA-EAST1

EU-WEST-2
EU-WEST-3
US@ST—‘I

US-EAST-2
US-WEST1
US-WEST-2

SA-EAST1

Trusted IP lists as well as threat lists can be defined based on the information supplied by Guard
Duty to further protect AWS assets.
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Instance Restore Options Update

In CDSB 1.3, enhancements have been made to provide additional detailed control of restore
options for AWS EC2 instances. Control over the actual instance details including type and related
configuration as well as restoration preferences governing availability zone, VPC, subnet and security
are now configurable options for restoration of any instance.

RESTORE OPTIONS FOR INSTANCES

|

INSTANCE OPTIONS  NETWORKING ~ ADVANCED OPTIONS

LaunchMode:

AMI ami-0c566c73803487a23
Instances #: 1 :
Key AWS2 -

- NAME VOLUME ID CAPACITY mﬁ

v CloudDaddyDataVolume vol-04067dc449a252ea7 10Gb gp2

RESTORE OPTIONS FOR INSTANCES

|

INSTANCE OPTIONS ~ NETWORKING  ApvANCED OPTIONS

Availability zone us-east-1b -

VPC: (vpc-8867ebee) -

VPC Subnet ID: (subnet-e06423cd) -

Security Groups: ‘ AWSBackupSecurityGroup (sg-b8d50ace) ‘

RESTORE OPTIONS FOR INSTANCES

|

INSTANCE OPTIONS ~ NETWORKING ~ ADVANCED OPTIONS

Instance Type: t2.small -
1AM Role: CloudDaddyEC2RoleForvss v
Architecture: XB6_.. -

Kernel ID:

Ramdisk ID:

User Data:

Monitoring: No -

Disable Api Termination: Mo -
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Volume Restore Options

In CDSB 1.3, enhancements have been made to provide additional detailed control of restore
options for AWS EBS volumes. Control over the actual volume details together with type and related
configuration including restoration preferences governing availability zone, and volume
characteristics are now configurable options for restoration of any volume.

RESTORE OPTIONS FOR VOLUMES X

BASIC
Volume Type: General Purpose S5D (gp2) -
Size (GiB): 8 -
Availability zone: us-east-1b -
Restore mode: Switch attached volume and delete old -
Instance: Windows Instance (Encrypted) (-0794... =
Device fdev/sdal v

RDS Restore Options

In CDSB 1.3, enhancements have been made to provide additional detailed control of restore
options for AWS RDS instances. Control over the actual DB instance details containing class and port,
including restoration preferences governing availability zone, VPC and security characteristics are
now configurable options for restoration of any RDS instance.

RESTORE OPTIONS FOR RDS INSTANCES X

BASIC  ApvANCED

DB Instance Identifier.
DB Instance Class: -

Port:
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RESTORE OPTIONS FOR RDS INSTANCES X

BASIC ADVANCED

Availability zone:

Multi-AZ: Yes v

Publicly accessible Yes v

VPC: (vpc-32fd1349) -

DB Subnet Group: default -
VPC Security Groups: RDP (sg-ee5f03a6) SSH (sg-3999cc71)

Aurora Restore Options

In CDSB 1.3, enhancements have been made to provide additional detailed control of restore
options for AWS Aurora clusters. Control over the cluster instance details containing class and port,
including restoration preferences governing VPC and security characteristics are now configurable
options for restoration of any Aurora cluster.

RESTORE OPTIONS FOR AURORA CLUSTERS X

CLUSTER  NETWORKING

Cluster Identifier. cl

DB Instance Identifier: db1

DB Instance Class db.t2.medium -
Port: 1234

RESTORE OPTIONS FOR AURORA CLUSTERS X

CLUSTER NETWORKING

Publicly accessible: Yes v

VPC: (vpc-32fd1349) v

DB Subnet Group: default -
VPC Security Groups: RDP (sg-ee5f03a6) SSH (sg-3999cc71)

Redshift Restore Options

In CDSB 1.3, enhancements have been made to provide additional detailed control of restore
options for AWS Redshift clusters. Control over the Redshift cluster identifier and port, as well as
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restoration preferences governing availability zone, VPC and security characteristics are now
configurable options for restoration of any Redshift cluster.

RESTORE OPTIONS FOR REDSHIFT CLUSTERS X

CLUSTER  NETWORKING

Cluster Identifier: cl2

Port: 1234

RESTORE OPTIONS FOR REDSHIFT CLUSTERS X

CLUSTER NETWORKING

Availability zone: us-east-1b -

Publicly accessible: Yes v

VPC: (vpc-32fd1349) -

Cluster Subnet Group: default v
VPC Security Groups: S5H (5g-3999ccT1)

DynamoDB Restore Options
In CDSB 1.3, an enhancement has been made to allow the DynamoDB table name to be changed
during as a configurable option for restoration of a DynamoDB database.

RESTORE OPTIONS FOR DYNAMO DB X

BASIC

Table Name: Songs
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